COMP 421 Spring 2012

COMP 421: Lab # 1

Threads, Concurrency,
and Operating System Device Drivers

Important Dates:

¢ In class, Thursday, January 26, 2012: Lab # 1 handed out
e 11:59PM, Monday, February 13, 2012: Lab # 1 due

1. Project Overview

Through this assignment, you will be able to gain practigglegience in programming concurrent systems
using threads with monitors for synchronization. You widlagain experience with the design and operation
of device drivers in operating systems. In particular, iis firoject you will implement a terminal device
driver using a Mesa-style monitor for synchronization demupts and concurrent driver requests from
different user threads.

To simplify the project, we will use a software terminal eatidn rather than working directly with
real terminal hardware. This emulation is designed to gauethe flavor of developing a real device driver,
without as much complexity and frustration. We will also assimplified threads library instead of the
standard POSIX “Pthreads” library. We hope that by avoidivgoverly large and complex Pthreads API,
you will better be able to focus on the project itself.

2. Specifics

This project must be done individually. The second and tpigjects in the class will be done in groups of
2 students, but you must do this one by yourself.
This section discusses a few pieces of important informatiated to the overall project.

2.1. Environment

e Your solution must be implemented in C or C++.

e This project must be done on the CLEAR Linux systems at RipecBically, all compiling, linking,
and executing for the project will only work on CLEAR.

¢ Your use of threads must be limited to the package providethéproject, and to only those features
described in this document. You may miitectly use Pthreads or any other threads package or other
threads or synchronization mechanisms other than thedbgackage provided for this project.

e Your terminal device driver must support the simulated teahhardware as described in this
document.

¢ You should create a new, separate directory to work in fa gnbject. All work for the project
should be done in this directory. Anything you want us to graeduistbe in this directory (or its
subdirectories) when you turn in your project.



2.2. Form

¢ Your terminal device driver must compile into a single objie calledmontty.o

e You may not create any threadsthat aresimply a part of your terminal devicedriver. The only
threads you may create should be the users of your terminadeddriver (those that call procedures
such asReadTerminal andWriteTerminal that are part of the terminal device driver API
described in Section 6.2).

2.3. Grading

Grading for this project will consider the completenessrextness, design, and implementation of your
solution:

e We will evaluate the correct operation of your terminal devilriver, including through a series of
private test programs. Since you will not know in advance twha private test programs do, you
cannot write and test your code only to pass our private;tgstswill need to focus on all aspects of
correctness.

e Because of the nature of this assignment, design is imgoetad projects that do not correctly follow
the required paradigms (particularly for structuring a Me®onitor, as described in Section 8.2) will
be severely penalized.

e Performance is also important in this project, and proj#ws perform badly due to synchronization
issues will encounter design or implementation penalsgppropriate.

e We will consider the design and implementation of your soluto help you improve. It is essential
that you comment your code to the extent necessary to makel@standable for grading.

3. What is a Terminal Device Driver?

A device driver is a module within an operating system thahaggs some particular external device
(or specific type of device) and encapsulates the messyisiefdanteracting with the device’s hardware.
Encapsulation is particularly necessary for devices, beethere is a great variety of them and complexity
in dealing with them. Itis easier to provide many small meduhat make all devices of a general type look
the same, than to add support for each new device in manysleitiein the operating system or within
application programs that use these devices. I/O devieealao particularly messy because they operate
at very different speeds. This makes the procedures of lsaedinteraction baroque as well as diverse, and
exposes the OS device driver to some insidious concurremtsti@ints.

Device drivers are generally structured into a “top halftian“bottom half.” The top half deals with
reacting to the application programs that request servara the 1/0 device, such as “read” and “write”
system calls that may be issued by the program. The bottofrdbals with reacting to the hardware,
such as servicing interrupts from the device hardware. dpand bottom halves coordinate their work by
sharing data structures within the device driver.

To work correctly, this coordination must use some form afayonization in controlling access to
those shared data structures. Also, device drivers usmallt implement some sort of synchronization
with user programs in order to keep different concurrentiests from different programs from interfering
with each other.

In a real operating system, interrupt synchronization falesice driver is typically provided by the
interrupt priority levels supported by the hardware andasamnally also by disabling interrupts for a short



time and then re-enabling thenTo simplify the interrupt synchronization in this projetitpugh, and to
provide you experience using monitors, the interrupt symlzation in this project will be provided solely
through a monitor, rather than through hardware interrupigsities and enabling and disabling interrupts.
In particular, the entire terminal device driver must bedtiured as @ingleMesa-style monitor. Each time
an interrupt from the hardware occurs, this translatesiggtoject into arentry procedurén the monitor
being called. Likewise, each time a user thread makes soqueseof the terminal device driver, such as
to write some output on the terminal or to read some input frleenterminal, this translates in this project
into the thread calling aantry proceduref the terminal driver monitor.

4. The Terminal Hardware

The terminals in this project are simulated on topxterm windows running on your display using X11
window System. The terminals support both input and outgit) all data being sent and/or received
one character at a time. The hardware supports up to a maxoshiAX_NUM_TERMINALSrminals, a
value defined in thédardware.h  header file. Each terminal is identified by a unigeeminal number
ranging from 0 taIAX_NUM_TERMINALS1.

Each terminal’'s hardware displays each character writtentheoutput data registefor that terminal,
but does not do so instantaneously. While the hardware ig trassmitting the character to the terminal,
a new character must not be written into the output data texgi¥vVhen the transmission of the character
from the output data register to the terminal is complete téhminal hardware raisedr@ansmit interrupt

Each character typed on the keyboard of a terminal is deggbgito theinput data registerfor that
terminal. When the hardware places a new character in tisteg, it raises aeceive interrupt In real-life
hardware, if another character is typed on the terminal &aydh it is placed into the input data register for
the terminal regardless of whether or not the previous cbari the input data register has been read by
the device driver. If the previous character has not yet loead by the driver, that is, if the driver failed to
respond sufficiently quickly to the previous receive ini@ty that previous character would be lost without
having ever been seen by the device driver, since the ingatrdgister can hold only a single character.
Our simulated terminal hardware behaves the same way, etkegur “hardware” will also print an error
message when this happens, letting you know that the newbdtgharacter has overwritten the previous
character in the input data register.

It is in general not possible (even in a real device drivehwdtal hardware) to guarantee that the device
driver can always respond to one receive interrupt and readharacter from the input data register, before
the user could type another character on the terminal'sdayb But a well designed device driver should
be able to complete handling each receive intervepyquickly, making it very difficult for the user to type
faster than the device driver can respond to each interkfih our simulated hardware, if you type very
quickly, you may be able to generate this error message timareal typing speeds, this message should
never occur if you have structured your device driver cdlyec

5. The Hardware Emulation API

The API for the simulated terminal hardware is proved as phthe provided library and requires the
inclusion ofhardware.h . You should include this file as:

#include <hardware.h>

This file defines all of the function prototypes and other didins for interacting with the hardware. The
following functions are available:



6.

void WriteDataRegister(int term, char c)

This hardware operation places the character the output data register of the terminal identified
by the terminal numbeerm . On any error, prints an error messagestaterr  and terminates the
program.

char ReadDataRegister(int term)

This hardware operation reads (and returns) the currertentmof the input data register of the
terminal identified byterm . On any error, prints an error messagestalerr  and terminates the
program.

int InitHardware(int term)

This hardware operation initializes the terminal idendifizy term . It must be called once and only
once before calling any of the other hardware procedurefhiantérminal. Return® on success
or-1 onany error.

int HardwarelnputSpeed(int term, int msecs)

This hardware operation may (optionally) be used to set eeage delay associated with the re-
ception of each character from the terminal identifiedtéyn . The parametemsecs specifies
the average number of milliseconds of delay between the ainvehich a character is typed on the
terminal and the time at which the character is availableherinput data register. The actual delay
is not predictable (depends on physics) but its statisticstibution is. HardwarelnputSpeed
returns the previous value of this delay. On any error, prart error message @iderr and
terminates the program. thsecs is equal toNO_CHANGEhis function returns the speed value
without changing it. This function is not required for angsen, but you may find it useful in testing;
by varying device speeds, you may be able to ferret out s¢betpendent bugs.

int HardwareOutputSpeed(int term, int msecs)

This hardware operation may (optionally) be used to setvikeage delay associated with the trans-
mission of each character to the terminal identified terinifdne parametemsecs specifies the
average number of milliseconds of delay between the timehathwa character is written to the
output data register and the time at which the output daiatexgagain becomes available for writing
another characteHardwareOutputSpeed returns the previous value of this delay. On any error,
prints an error message etderr  and terminates the program.nifsecs is equal toNO_CHANGE
this function returns the speed value without changing ihisTfunction is not required for any
reason, but you may find it useful in testing; by varying de\dpeeds, you may be able to ferret out
schedule-dependent bugs.

Required Terminal Device Driver Procedures

The device driver you write will need to service interruptenh the hardware as well as requests from the
programs (threads) executing in the terminete proceduresin this section must be written by, ama are
called either from the interrupt dispatcher or from a usezdh that requests an operation on the device.

6.1.

Interrupt Handlers

As mentioned above, when the transmission of a characteretioranal completes, the terminal controller
hardware signals &ansmit interrupt Similarly, when the receipt of a new character from a keytoa



completes, the terminal controller hardware signaiscaive interrupt In your terminal device driver, you
must write a separate procedure to handle each of these p&e tf interrupts. Specifically, your terminal
driver must provide the following interrupt handlers:

e void Receivelnterrupt(int term)

This procedure is called by the hardware once for each cteaitgped on the keyboard of the terminal
identified by terminal numbederm , after that character has been placed in the input dataeegis
that terminal. The character that caused the interruptldhimuread from the input data register using
the ReadDataRegister() operation.You must write your owReceivelnterrupt handler
routine. Within your receive interrupt handler, you should not bltle& current thread, since further
calls to the receive interrupt handler for subsequentvedeterrupts cannot be done until the current
call to the receive interrupt handler returns.

e void Transmitinterrupt(int term)

This procedure is called by the hardware once for each cteanadtten to the output data register for
the terminal identified by terminal numbierm , after the character has been completely transmitted
to this terminal. After executing WriteDataRegister() operation, you must assume that the
output data register for that terminal is busy with the traission until you receive the corresponding
transmit interrupt and youFransmitinterrupt() procedure is called with the same terminal
number.You must write your owfiransmitinterrupt handler routine.

6.2. Device Driver API for User Threads

User threads in this project communicate with the termirsathg procedures similar to thread() and
write()  system calls in UnixThis section describes the functions that you must implefaehandling
these user request¥ou should#include the definitions of these functions frotarminals.h as:

#include <terminals.h>

All procedures below, unless otherwise noted, should meuor success ofl in case of any error.

e int WriteTerminal(int term, char *buf, int buflen)

This call should write to terminal numbéerm , buflen  characters from the buffer that starts at
addres®uf . The characters must be transmitted by your terminal deiriger to the terminal one at
a time by callingWriteDataRegister() for each character. Your driver must block the calling
thread until the transmission of the last character of thféebis completed. This function should
return the number of characters writtdouflen ), or-1 in case of any error. Your terminal device
driver should not impose any limit on the maximum length & bHuffer.

e int ReadTerminal(int term, char *buf, int buflen)

This call should read characters from terminal nuntban , placing each into the buffer beginning
at addressuf , until eitherbuflen characters have been read or a newlike ( ) has been read.
The characters must be received by your terminal devicedrone at a time. Your driver should
block the calling thread until this call can be completedisThnction should return the number of
characters read, ol in case of any error. Note that tieadTerminal procedure shouldot
place a null character at the end of the buffer.

e int InitTerminal(int term)



This procedure should be called once and only once by apiplisabefore any calls to the terminal
device driver procedures defined above are called for tedntémm . Among other things, your
InitTerminal procedure must initialize the terminal controller hardevéor this terminal by
calling thelnitHardware operation for terminal numbéerm . Remember you may nateate
any threads that are simply a part of your terminal deviceedriThe only threads you may create
should be the users of your terminal device driver (thosecilbprocedures such &eadTerminal
andWriteTerminal  that are part of the terminal device driver API describedenti®n 6.2). This
means that you marot create any new threads in yomitTerminal routine.

int TerminalDriverStatistics(struct termstat *stats)

This procedure returns eonsistentsnapshot of the 1/O statistics fail terminals at once. The
argumentstats is a pointer to an array oftruct termstat structures. The size of this
array should be dimensioned iAX_NUM_TERMINALEhat is, there should be space where this
pointer points, foMAX_NUM_TERMINALStal struct termstat structures). The definition
of astruct termstat is given in theterminals.h file for this project. For each terminal,
this structure records the total number of charactersveddirom and sent to the hardware for that
terminal, and the total number of characters received frachraturned to user programs for that
terminal. The fn ”"and “out ” counts in thetermstat  structure are defined from the point of view
of the device driver. In particular:

— Each time your driver does a succesdRdadDataRegister  call for some terminal, the
tty in  count for that terminal should increase by 1.

— Each time your driver does a successiiliteDataRegister call for some terminal, the
tty_out count for that terminal should increase by 1.

— Each time some user thread does a validteTerminal call for some terminal (i.e., your
driver does not initially return an error and not processrémiest), thaiser_in  count for
that terminal should increase bgn , the length of the buffer written by that request.

— Each time some user thread does a succeSdaldTerminal call for some terminal, the
user_out count for that terminal should increase by the number ofadtars returned by that
request.

The 1/O statistics for terminal numbeéare recorded in entryin this array. If terminal numberhas

not yet been initialized withnitTerminal , all /O statistics for this terminal should be recorded
as-1 in the results returned byerminalDriverStatistics (initialize the statistics for all
terminals to-1 in InitTerminalDriver below).

int InitTerminalDriver()

This procedure must be called once and only once by any apiplicprogram before any other calls
to terminal driver procedures, even before any callgitrerminal are made. This procedure
should perform any specific overall initialization that yoerminal device driver needs. This overall
initialization should include initializing the terminaledice driver monitor itself. Remember you
may notcreate any threads that are simply a part of your terminaicdedriver. The only threads
you may create should be the users of your terminal devigedfthose that call procedures such as
ReadTerminal andWriteTerminal  that are part of the terminal device driver API described in
Section 6.2). This means that you magt create any new threads in ydaitTerminalDriver

routine.



7. Terminal Behavior

7.1. Character Processing

Terminal device drivers typically do much more than transfearacters between memory and the terminal
hardware. They also process characters in a myriad of wagseb@n reading) or after (on writing) the
application program sees those characters (for exam@énsan termios ”if you want to get a taste of
the many settable parameters in Unix/Linux). In this projgou need not implement a complete set of
these operations that Unix performs, but you must implersente. Specifically, you must carry out the
character processing described in this section.

Any newline (\n’ ) character output to the terminal by the user program mustapesmitted to the
device as the sequence of the two charactérs and’\n’ , in that order. To the hardware, th€
character is known as a carriage return, and moves the dortioe beginning of the line; similarly, to the
hardware, thé\n’ character is known as a linefeed, and moves the cursor dowiireen The C/C++
language changes the meaning’\of  (e.g., in aprintf ) to do both cursor movements as a single
operation for programmer convenience, although this doefuse the issue a bit.

On input, the terminal hardware provides a carriage retlirn ( in C) when you hit the “Enter” key
at the keyboard. This carriage return should be convertedprt to a single “newline” charactetrf’ )
by your device driver. This conversion is again necessacalb®e the meaning 8h' in C/C++ is the
same as the terminal meanings of bdth and’\r’

All characters input from the terminal must be “echoed” béwkhe terminal. This allows the user
typing on the keyboard to see each character as it is typemtdbr for the terminal to appear responsive, the
echoed characters should be transmitted back to the tdratitige earliest opportunity, regardless of what
the user threads are doing or have done in the recent pasartioydarno application output characters
should go to the terminal between the time a character isdygiethe terminal and the time that input
character is echoed to the terminal

Special processing is required when you receive either ekKdace” charactef\p’ ) or a “delete”
character’{177' ) from the terminal. When either of these two characterspedy you should remove
in memory the last character from the current input line Kif)a The current input line consists of those
characters you have received from the terminal that havgetdieen terminated as a line of input by the
receipt of a newline charactekr , after the processing described above). If the currenttitipe is
empty, you should ignore the backspace or delete charalfténe current input line is nonempty, you
should remove the last character in the line. In no case diyaul include the backspace or delete character
itself in the input line that is returned to a user prograniimgthe ReadTerminal procedure.

In processing a backspace or delete character as deschibed, & you remove a character from the
current input line in memory (because the current line wagnpty), you should also echo to the terminal
the three-character sequence of “backspatie” () followed by “space” (' ) followed by “backspace”
(\b> ). In no case should you echo the delete or backspace chaitaeteto the terminal. Echoing this
three-character sequence is necessary because the éfteetuser typing\b’ and\177° should be
to remove a character from the screen, which the terminaivere can do only with the sequence above:
the first character (backspace) moves the cursor one sp#uel&ft, the second character (space) replaces
on the screen the character that was there with a space,attdrthcharacter (backspace) again moves the
cursor one space to the left. This sequence will result inakecharacter on the screen appearing to be
“erased.” If, instead, the current input line was alreadygmvhen the backspace or delete character was
typed, you should ignore the backspace or delete charaudesteould not echo anything for this character
(some of you may want to ring the bell, as some terminals da;gan do this by sendin§7’ to the
terminal).



7.2. Line-Oriented Input

You will notice that the specification ®@eadTerminal()  considers the input as consisting of lines of
text delimited with'\n’ | but that, at the same time, the terminal hardware lets yad y®u a single
character every time it raises the receive interrupt. Shimgisimilar can be said faNriteTerminal()

and the transmit interrupt.

This implies that your terminal device driver must impleride illusion (abstraction) of a line-oriented
terminal on top of a character-oriented hardware devices Uisually true, as it is in this case, that the
diverse pieces of the operating system implement abstrecthat are not directly or completely supported
by the hardware.

Implementing this line-oriented behavior in the terminavide driver presents some complications that
may not be obvious at first. Consider the following applicattode:

int lenl, len2, len3;

char bufl[2];
char buf2[10];
char buf3[10];
char buf4[10];

lenl = ReadTerminal(0, bufl, 2);
len2 = ReadTerminal(0, buf2, 10);
len3 = ReadTerminal(0, buf3, 10);
lenl = ReadTerminal(0, buf4, 10);

and suppose the user types the following on the keyboardmirial number O:
Hello\b\b\b\bi\nUniverse\b\b\b\b\b\b\b\bWorld\nGood bye

From the specification dReadTerminal and the character processing that the driver is to perfoiter, a
the application code executes, the variables have thenfiolgpvalues:

lenl = 2

bufl = "Hi"

len2 = 1

buf2 = "\n"

len3 = 6

buf3 = "World\n"

In addition, the calling thread will be blocked on the IRgadTerminal()  until the user types an’
or’\r . Think about why this is the case. You may come to realizeythatneed some buffering inside
your terminal device driver.

Note, by the way, that although the contentsbofl , buf2 , andbuf3 are shown above as they
would be written for typical C/C++ strings, in realitiiere is no null character at the end of eaatiwould
normally be the case in C or C+ReadTerminal shouldnotput a null character at the end of the buffer
when it returns.



7.3. Terminal Sharing Discipline

When used from different threads, the terminal functiomstzacalled concurrently. Furthermore, program-
driven output also occurs concurrently with the output fritra echoing of input characters. You should
decide what behavior is reasonable in the presence of camay; but here are some minimum standards.

When a mix of two or mor&NriteTerminal calls occur concurrently to the same terminal, their
outputs must not be interleaved on the screen. For exanipeo WriteTerminal calls are currently
made to terminal number 1, you must not output some of theackens from on&VriteTerminal call,
then some from the oth&riteTerminal  call, followed by more from the firdtVriteTerminal  call;
instead, you must finish outputtirdl of the characters from the fir§t¥riteTerminal call, and only
then begin outputting the characters from the sedbfnide Terminal call.

When, instead, a mix of two or mok&rite Terminal calls occur concurrently tdifferentterminals,
the characters being output to each different terminal maynkerleaved in time between the different
terminals, as long as the characters from each individirdeTerminal ~ call are still output in the order
they occur in the buffer that was an argument to that call. éxample, if onéNriteTerminal call is
made to terminal number 1 and, conrrently, anotiveite Terminal call is made to terminal number 2,
onepossiblecorrect execution would be to output the first character ftbenfirstWriteTerminal call
to terminal number 1, then output the first character fromséheondwriteTerminal call to terminal
number 2, and then the next character from the WWateTerminal call to terminal number 1, followed
by the next character from the seconlite Terminal call to terminal number 2, and so on.

The echoed input characters must be displayed at the ¢apesrtunity, as previously mentioned.
They can (indeed, sometimes must) be mingled, on the screitim,the output from one or more
WriteTerminal calls. For example, half-way through outputting the chemacfrom one call to
WriteTerminal | if the user types a key on the keyboard, that typed charactest be echoed right
away, before the rest of the characters from that calVtde Terminal

Multi-character sequences resulting from the charactegssing described above must be displayed
without other interleaved output characters on that teaiiven if, as in the case of the echo stream, the
stream itself can be interleaved. This is to preserve thdalieffect of these sequences.

If there is more than onReadTerminal call waiting to read characters from a terminal, the corstent
of each of their buffers must be filled by characters typedusatially at the keyboard. That is, input
characters should go to a singgeadTerminal call until thatReadTerminal returns, and then on to
the otherReadTerminal call. For example, concurreReadTerminal calls reading from the same
terminal shouldchot alternate the characters read from that terminal.

Your terminal device driver should implement line-oriehterminals. For this project, this means that
no data is returned for ReadTerminal call until a newline has been received from that terminalisTh
does not necessarily imply that the whole line is returnethoReadTerminal call: only as many
characters as requested should be returned, and the redhr@rilable for the nex@eadTerminal call,
even if this call is made by a different user thread. ReadTerminal call asks for fewer characters than
the current length of the next input line, tReadTerminal call must still be blocked until the input line
ends.

7.4. Device Driver Implementation Constraints

Device drivers are critical parts of the code of the opegpsiystem: they are very stressed by concurrency
and operate at a very low level inside the system. Notabdy, #ne often invoked from hardware interrupts,
which typically preempt any other system activity, inclugliother important OS functions. They are also
restricted, for reasons that will become clear later in therse, to using only small portions of well-defined



“pinned” memory. Because of thigour device driver should not block when running in an intgtr
handler.

Your device driver should allocate and use only a fixed amofumemory for its internal data structures.
In the event that a sequence of terminal operations shogldreethe driver to use more memory, the last
operation of the sequence should either not be carried oshauld be blocked, depending on whether
the operation is executed from within an interrupt handlenat. In particular, it is all right to drop
input characters if you run out of buffer space to store thewabse characters are coming in faster, on
the average, than they can be consumed by the applicatiooweér, it is also unreasonable to require
applications to have a pendifteadTerminal call at the time every single character arrives. You thus
must use buffers to deal with bursts and temporarily “alissmlications, but the buffers must be of finite
size.

When adding one character to such a buffer would overflow tiffe) and the driver cannot block
waiting for the buffer to drain (e.g., if called by an inteptyyou may choose a course of action. You may
drop the character as stated above, and you might, depeoditige situation, try to output a bel\{" )
to the terminal. The bell is not required, but you should iempént some reasonable behavior for all cases.

You may not create any threads that are simply a part of your terminal device driver. The only
threads you may create should be the users of your terminaleddriver (those that call procedures such
asReadTerminal andWriteTerminal that are part of the terminal device driver API described in
Section 6.2.

8. Using Threads and Concurrency

8.1. The Threads Package

The threads package you will use in this project is simplifredrder to be easy to use and to have only the
procedures you may need in the project. In order to use teadsrpackage, you must include the function
prototypes and definitions for the library as:

#include <threads.h>

You will also need to explicitly link in the threads librargutines when you link your program. This is
done automatically when you use the provided Makefile to yiolr code, as described in Section 10. (In
case you are curious, the threads library routines, as wehaterminal hardware emulation routines, are
part of theliblabl.a archive linked in by the provided Makefile.)

The threads package provides the following functions (yay mot need all of these in the project, but
they are provided for completeness):

e thread_id_t ThreadCreate(void (*func)(void *), void *arg )
The ThreadCreate() function starts a new thread that begins executing the gdroedunc .
Thefunc procedure should have a prototype of
void func(void *)

This means thdunc is a procedure that takes a generic pointer as an argumeioaschot return
anything. The argument is specified viareadCreate() ’'s arg argument. This argument can
be cast to the appropriate type, as needed. Upon suctieesadCreate() returns the thread
identifier of the new thread. Upon failuréhreadCreate() prints an error message stderr

and terminates the program.

Remember, you magiot create any threads that are simply a part of your terminaicdedriver.
The only threads you may create should be the users of your terminaeddriver (those that call
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procedures such éReadTerminal andWriteTerminal that are part of the terminal device
driver API described in Section 6.2).

void ThreadWait(thread_id_t th)

The ThreadWait()  function waits for the thread identified by the thread idgettith to have
exited; if that thread has not yet exited, the calling thrisaolocked until that thread exits. On any
failure, ThreadWait()  prints an error message stderr  and terminates the program.

void ThreadWaitAll(void)

The ThreadWaitAll() function waits forall threads previously created BjrreadCreate()

to have exited. On any failur&@hreadWaitAll() prints an error message stderr  and termi-
nates the program. In a typical user program,rtteén() thread should callhreadWaitAll()
before exiting (e.g.., before “falling off” the bottom afain() ).

void Declare_Monitor_Entry Procedure(void)

Declare_Monitor_Entry _Procedure() is used declare that the current procedure is an
entry procedure of the monitor. This call must be used onlthatbeginningof each C or C++
procedure that implements an entry procedure of the monitacquires the mutual exclusion of
the monitor, and when this entry procedure returns, the atdxclusion for the monitor is then
automatically released. Note that the threads packagifoptoject supports only a single monitor,
so all entry procedures defined Declare_Monitor_Entry Procedure() are implicitly
part of the same monitor. On any failui@eclare_Monitor_Entry_Procedure() prints an
error message ostderr  and terminates the program.

cond_id_t CondCreate(void)

TheCondCreate() call creates a new conditional variable and returns theitond/ariable id of
the new condition variable. On any failur€pndCreate() prints an error message atderr
and terminates the program.

void CondWait(cond_id_t cv)

The CondWait() call performs the condition variable wait operation on tloadition variable
identified by the condition variable identifiev . In particular, this call blocks until the same condition
variable is signaled usingondSignal() , but only one of possibly several waiting threads will be
unblocked at that poinCondWait() releases the mutual exclusion of the monitor before blagkin
to allow entry into other entry procedures protected of tlmnitor, and then reacquires this mutual
exclusion before returning after being woken up by a sigparation. CondWait() may only be
called while inside the monitor. On any failut@pndWait() prints an error message stderr

and terminates the program.

void CondSignal(cond_id_t cv)

TheCondSignal()  call performs the condition variable signal operation an¢bndition variable
identified by condition variable identifiew . It causes one thread currently waiting for this condition
variable to become unblocked, ready for execution. Themgaihread will not actually execute until
later, after the calling thread has exited the monitor alfiteecome blocked by waiting on some
condition variable.CondSignal()  may only be called while inside the monitor. On any failure,
CondSignal()  prints an error message stderr  and terminates the program.
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e void CondDestroy(cond_id_t cv)

The CondDestroy()  call deactivates the condition variable identified d. Any subsequent
calls toCondSignal() or CondWait() on this condition variable will result in an error. On any
failure, CondDestroy()  prints an error message stderr  and terminates the program.

8.2. Using the Mesa Monitor Paradigm

As you know from the lectures, a monitor is a synchronizapamitive that is similar to an “object” in
the “object-oriented” sense, with “private” variablesttican only be accessed through public “methods”
known as entry procedures provided by the monitor. Monidtematically provide mutual exclusion and
also provide operations for concurrent threads to cooteittmough condition variables.

Although the C and C++ languages do not provides specificatifigr monitors, it is possible to use
monitors and to follow the monitor paradigm in C or C++ usihg threads library procedures defined
above. However, doing so requires a little self-discipdifre how the threads library calls are used.

An example of how to correctly write a monitor in C or C++ is pidied on CLEAR in the directory

Iclear/courses/comp421/labl/philosophers/

This is an implementation of the classic Dining Philosoghgmoblem, as described in class and in the
textbook. In particular, the filphilosopher.c in this directory containall of the source code for the
monitor itself. For convenience (and to encourage yae#al this code to see how to write a monitor), the
complete code for this implementation of the Dining Philgisers problem is reproduced in the Appendix
to this handout.

In order to use the monitor paradigm to provide mutually esisle access to a set of shared variables,
you must use the threads library procedures in this progshawn in this Dining Philosophers example
and as detailed below:

e A monitor is a collection of C or C++ procedures aalll shared variables controlled by those
procedures.

¢ You should put all of the code for a monitor intesinglefile of C or C++ source code. You should
also put an initialization procedure for your monitor in tlese source file. Nothing other than the
monitor should be included in that same file. For example paschabove, all of the source code for
the example Dining Philosophers monitor is in the singleghdosopher.c . The initialization
procedure there imit_philosophers()

e You should create any condition variables to be used in theitarain this initialization procedure.

e Some of the C or C++ procedures in this file will be entry prazed of the monitor, and some will
be normal internal procedures called only from within thenitar. Each entry procedure should

be defined agxtern , and each internal procedure should be definestatsc . The example
monitor has two entry procedures, callgidkup_forks() andputdown_forks() , and both
are declared asxtern . The example has one internal procedure, céakst forks() , and it

is declared astatic

¢ At thebeginningof each entry procedure, you should declare this procedure ain entry procedure
by calling Declare_Monitor_Entry_Procedure() . This procedure acquires the mutual
exclusion of the monitor and arranges for the mutual exclusd be automatically released when
this entry procedure returns.

e Each condition variable should be used only from within timgle monitor.
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Please be sure to follow these rules in writing any monitdre €xample monitor iphilosopher.c
shows clearly how to do this.

8.3. User Programs

In this project, each user program is composed of a set ofadsrethat may call any of
the proceduresWriteTerminal() , ReadTerminal() , TerminalDriverStatistics() :
HardwarelnputSpeed() , and HardwareOutputSpeed() at will, but only after the procedure
InitTerminal() has been called once (and only once) for each terminal usealddition, some user
program must callnitTerminalDriver() once before any other calls to any other terminal device
driver procedures (including calls toitTerminal() ). The one call tdnitTerminalDriver()

and the calls ténitTerminal() (one for each terminal you will use) should be done by yoain()
procedure, described next.

When a user program begins execution, only a single threexkisuting. This thread begins executing
at the normaimain() routine of the C or C++ program; this thread is called the tadloread. When
the boot thread begins execution, neither the terminalvirare nor your terminal device driver are active
or initialized yet. The boot thread should chiitTerminalDriver() andInitTerminal() , as
described above. The boot thread should also create anytbteads you will use in your program.

The boot thread otherwise acts like any other thread, exhaptvhen it ends (e.qg., by callirexit()
or by “falling off” the bottom ofmain() ), the entire program, includingll other threads, is terminated.
If you want to wait for all other threads to have completednmally before endingnain() , you can call
the ThreadWaitAll() routine provided as part of the threads package (Sectign 8.1

Please also note that yoarain() procedure is not part of the terminal device driver but isead
part of the user program that uses the terminal device driMaus, any code related to your device driver,
including the initialization of any data structures you defin your driver, shouldot be part of or depend
on any particulamain() routine: your terminal device driver should be able to woithvany main()
routine and any mix of application threads started by thain() routine. In particular, when we test
your terminal device driver, we will replace tmeain() routine with one of our own. Because of this,
you should put the code for amgain() you use in a source file separate from the file you use to hold
the source code for your device driver itself. We will praviseveral sample test programs on CLEAR in
the directory/clear/courses/comp421/labl/samples . You should also write a number of your
own test programs to test your device driver. The samplgtegirams we will provide are intended only as
examples and will not test all features of your device dr{aerd we will use different test programs when
gradingyour project).

9. Running Your Terminal Device Drivers

When you finally have a version of your terminal device drigempiled and you are ready to test it, you
simply run your executable file that has been linked by theidesl Makefile (Section 10).

This executable file, as linked with the provided libraryrid@utomatically by the provided Makefile),
will try to open a newxterm on your display wheneveinitHardware is called for some new
terminal. Thisxterm will emulate this terminal device, with which the hardwamegedures (e.g.,
WriteDataRegister ) interact.

Any output from your program (written tstdout andstderr via, e.g. printf  orfprintf ) will
go to the Linux shell from which you invoked the executable {ih the same way as normal output from
normal C or C++ programs).

When using the X11 Window System to support eatdrm on CLEAR, you will need to log in to
CLEAR usingssh ; eachxterm window will then display on your local screen. For this to wabrrectly,
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you will need to tell your locagsh client program to allow X11 Window System operations to brevrded
through thessh connection. However, differessh client programs may do this in different ways; if you
are using one of the common Unix/Linux/cygwin command lr@esedssh clients, you probably want to
use theX option on thessh command line to do this.

Remember that in all cases, you must be logged into a CLEARmadefore you can compile, link,
or run your terminal device driver.

10. Building Your Project

A template Makefile is available for your use, that will autmtioally compile your terminal device driver
into montty.o . This template Makefile will also automatically make anyrusst programs that you
want to test your terminal driver with; these test progranikautomatically be linked withmontty.o
and with the necessary libraries needed to make the terimameivare emulation and the provided threads
package work.

This template Makefile is available on CLEAR at

Iclear/courses/comp421/labl/samples/Makefile.templa te

You should make a copy of this file into your own directory tfwat use for the projectyou should name
your copy of this file jusMakefile

This template Makefile will work with eithegcc or with g++ . The Makefile is initially set up to use
gcc . To instead usg++ , edit your copy ofMakefile and comment out theANG = gcc line (add
a# at the beginning of the line) and uncomment the followitANG = g++line (remove the# at the
beginning of that line).

The only thing else you should need to modify in yddiakefile is the line that beginsTEST ="
This line defines a list of test programs that will automdlyche compiled and linked, that you want to
test your terminal device driver with. You should edit thi to be a list of youowntest programs (the
example initially given in théVlakefile is to make test programs namiedtl ,test2 , andtest3 ).

For each user test program in thi€ST list, the Makefile will make the program out of a single
correspondingly named source file. In addition to this @ingpurce file for each test program, each
program will also be linked with your device driver. For exalm theMakefile  will make testl out
of testl.c ,if you have a file named testl.c in this directory.

Any #include files written by you and included by your programs should lwated in your work
directory and should b#include d with double quotes; that is, you should include them using

#include "foobar.h"
Any include files that we provide that you use should#reclude d using
#include <foobar.h>

You should notopy any of our include files into your own directokysing this form of#include  with
<..> will automatically get them (in their most recent versiom,case any revisions become necessary)
from the commorcomp421 directory for this project. Likewiseyou should not copy any of our library
files to your own directory

11. Turning in Your Project

Your project is due byl1:59PM on Monday, February 13, 201Before turning in your project, please
create a file namedREADMEiIn the same directory as the rest of your files for the projdntthis file,
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please describe anything you think it would be helpful far TAs to know in grading your project. This
might, for example, mean describing unusual details of ygorithms or data structures, and/or describing
the testing you have done and what parts of the project yolk thork (or don’t work).

To submit your project for grading when you are ready, plgesérm the following two steps:

e First, on CLEAR, change your current directory to the dioegtwhere your files for the project for
grading are located. For example, use thd™command to change your current directory. When
you run the submission program, it will submit everything(@md below) your current directory,
including all files and all subdirectories (and everythingtiem, too).

e Second, on CLEAR, run the submission program
[/clear/courses/comp421/labl/bin/lablsubmit

This program will check with you that you are in the correaedtiory that you want to submit for
grading, and finally, will normally just printSUCCESSwhen your submission is complete. If you
get any error messages in runniaplsubmit , please let me know.

12. Honor Code Policy

All assignments in the course are conducted under the RiemHBode. For programming assignments
such as this one, students are encouraged to talk to each thtbeTAs, the instructor, or anyone else
about the assignment. This assistance, though, is limitelistussion of the problengach student must
produce their own solutianConsulting another student’s solution (even from a presiGOMP 421 class)
is prohibited, and submitted solutions may not be copieohfamy source.

13. Suggested Plan of Attack

There is no need for you to do things in any order. Howeverespants of this assignment will take longer
than you think. This is not because you will have to write agibtode but because some of the bugs you
will encounter will be reluctant to show themselves. One ahgnreasonable plans to attack this project is
as follows:

¢ While working on the project, remember to check the class pae regularly. Any announcements
such as clarifications or corrections will be posted there.

e Read this complete handout. Read it again. Make sure yourstade the bit about the top and
bottom halves of device drivers. Think about how they shintigract. Realize that the top and the
bottom halves operate asynchronously, with the top haffdealled by user threads and the bottom
half being called by a different thread for each type of intpt. The granularity of the objects that
the top and bottom half work on are also different (lines uersharacters).

¢ Remember that you mayot create any threads that are simply a part of your terminatdedriver.
The only threads you may create should be the users of yauirtar device driver (those that call
procedures such éReadTerminal andWriteTerminal that are part of the terminal device
driver API described in Section 6.2.

¢ Decide where buffers and other shared structures will beegtand which functions will interact
with them. Draw out your design on paper. Show the buffersahdr data structures, as well as the
procedures that will access them.
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¢ |dentify the synchronization problems. Think about thedwsdr of each terminal, both input and
output. Also think about the behavior of tlierminalDriverStatistics call, which requires
aconsistenpicture of the state ddll terminals at once.

¢ |dentify the critical section. Add notations indicatingete to your diagram.

e Create an initial version of your terminal driver monitoatitan successfully echo characters to the

terminal, without having th&®eceivelnterrupt handler block on th@ransmitinterrupt
handler (you will need to have at leastome version of Receivelnterrupt and
Transmitinterrupt defined in your code in order to be able to link and run even ithiis

tial version of your device driver). Don’t worry yet aboutyaimput or output character processing;
for now, just echo each character “as i$ést and debuthis version of your device driver using your
own simple test programs before proceeding with the redteptoject. You should be able to type
one character at a time and see it echo back onto the screen.

e Add support foWriteTerminal to your device driver. Make sure that the echo has priorigrov
WriteTerminal output and that two or more concurréfititeTerminal calls do not interfere
with each other. Again, don’'t worry yet about any input orpautcharacter processing; for now, just
output each character “as isTest and debuthis version of your driver using your own simple test
programs before proceeding with the rest of the project.

e Add support forReadTerminal into your driver. Make sure that echoing of characters to the
screen is not affected by an application’s failure to BabhdTerminal . Again,test and debuthis
version before proceeding with the rest of the project.

e Think about where best to introduce input and output chargcbcessing. Realize that the processing
required for echo, output, and input, are different, but thay are not entirely dissimilar either.

e Add character processing.

e Thoroughly test what you have written so far. Try writingfeitnt test programs to exercise and
stress different features of your terminal driver.

e Test everything some more.

e When you think you are ready, turn in your project by runnihg lablsubmit  program as
described in Section 11.

¢ Relax. You are done with the project. Congratulations.

Appendix: Example of How to Write a Monitor (Dining Philosop hers)

This appendix shows an example of how to use the threads gagkavided for this project, including
how to create threads and how to write and use a monitor. licpkar, this appendix shows a solution to
the Dining Philosophers problem. The solution is divided itwo files, as shown below.

File “philmain.c”

The file “philmain.c " contains themain() routine that creates one thread for each of the five philoso-
phers, each executing tli®_phil() routine (note that this Dining Philosophers program dodsuse
the terminal hardware and so does not ¢aliTerminalDriver() or InitTerminal() ). The
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do_phil routine in this file then executes the behavior of each pbposr, showing how the philosopher
threads call the two entry procedures of the monigickup_forks() andputdown_forks()

#include <stdio.h>
#include <stdlib.h>
#include "threads.h"

void
do_phil(void *arg)
{
int i = (int)(long)arg;
printf("do_phil %d\n", i);
while (1) {
pickup_forks(i);
printf(“eating %d\n", i);
putdown_forks(i);
printf("thinking %d\n", i);
}
}
int
main(int argc, char **argv)
{
int i
init_philosophers();
for (i = 0; i < 5; i++) {
ThreadCreate(do_phil, (void *)(long)i);
}
ThreadWaitAll();
exit(0);
}
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File “philosopher.c”

”

The file “philosopher.c is the monitor itself. Each of the two entry procedures,
pickup_forks() and putdown_forks() , is actually made into an entry procedure by calling
Declare_Monitor_Entry Procedure() at the beginning of that procedure.

#include <stdio.h>
#include <threads.h>

/*

* The state of each of the 5 philosophers: either THINKING, HU NGRY,
* or EATING.

*

* This is declared ’'static’ so it can’'t be seen outside this .c file.
*/

static int state[5];

#define THINKING 0

#define HUNGRY 1

#define EATING 2

/*

* A condition variable for each philosopher to wait on. Decla red
* ’static’ as with all variables that should only be seen insi de
* this monitor.

*/

static cond_id_t philcond[5];

#define LEFTPHIL ((i+1) % 5) [* the philosopher to i's left */
#define RIGHTPHIL ((i+4) % 5) [* the philosopher to i's right */

static test_forks(int);

/*
* Pick up both of the forks for philosopher i. Waits until
* both forks are available.
*
* This is an entry procedure for the monitor, so:
* - it is an ’extern’ function (any function not defined ’'stat ic’
* is automatically extern, according to the C language; and
* - it acquires the mutual exclusion of the monitor at the top
* and releases it at the bottom.
*/
extern
pickup_forks(int i)
{
/*
* You MUST use Declare_Monitor_Entery Procedure() at the
* beginning of EACH and EVERY entry procedure of your monitor .
* You MUST NOT use Declare_Monitor_Entry Procedure() anyw here
* else. This call acquires the mutual exclusion of the monito r
* and arranges for the mutual exclusion to be automatically
*

released when this entry procedure returns.

Declare_Monitor_Entry Procedure();
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state[i] = HUNGRY;

test_forks(i);

while (state[i] '= EATING)
CondWait(philcondi]);

* Put down both of the forks for philosopher i. If this allows e ither
* the philosopher to our left or to our right to begin eating, | et them
* eat.
*
* As with pickup_forks, this is also an entry procedure of the monitor.
*/
extern
putdown_forks(int i)
{

/*
You MUST use Declare_Monitor_Entery Procedure() at the
beginning of EACH and EVERY entry procedure of your monitor .
You MUST NOT use Declare_Monitor_Entry Procedure() anyw here
else. This call acquires the mutual exclusion of the monito r
and arranges for the mutual exclusion to be automatically
released when this entry procedure returns.

L I

*
Declare_Monitor_Entry Procedure();

state[i] = THINKING;
test_forks(LEFTPHIL);
test_forks(RIGHTPHIL);

~
*

Test whether philosopher i can begin eating. If so, move him
to EATING state and signal him (in case he is waiting).

This is an *internal* (non-entry) procedure of the monitor . Thus,
it is a ’'static’ function, making this function name not kno wn
outside this .c file, so it can’t be called from outside the

monitor. An internal procedure should be called only from a

monitor entry procedure (or from another internal procedu re of

the monitor).

* 0% kX X X X k%

*/
static
test_forks(int i)

if (state[LEFTPHIL] != EATING &&
state[i] == HUNGRY &&
state[RIGHTPHIL] != EATING) {
state[i] = EATING;
CondsSignal(philcond[i]);
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/*

* Initialize the Dining Philosophers monitor.
*
* This procedure should be called *once* when the whole progr am starts
* running. It creates the condition variables and initializ es the
* shared variables used inside the monitor.
*/
init_philosophers()
{
int i

for (i = 0; i < 5; i++) {
state[i] = THINKING;
philcond[i] = CondCreate();
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